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Abstract 
Sending the private data is always one of the fundamental problems in the communication systems. Therefore, information hiding 
was presented to protect the data. The evolutionary process has been continued until the watermarking as a new technique was 
generated to promote the copyright marking. Watermarking is trying to embed the private data such as text or numbers as a guest 
signal in the host signal with minimal effect on it. Audio watermarking was introduced as a one of watermarking techniques 
against the attackers and hackers that were raised on social networks.This paper presents an audio watermark algorithm with a 
blind detection which is based on a spread spectrum (SS) technique. A series of simulations were done on the proposed algorithm 
to estimate the Bit Error Rate (BER) for various values of signal-to-watermarking ratio (SWR) and bit rate. The simulation 
results show that by decreasing the SWR ratio, the BER ratio is reduced to less thanͳͲെ͵. 
© 2013 The Authors. Published by Elsevier B.V. 
Selection and peer-review under responsibility of the Faculty of Information Science and Technology, Universiti Kebangsaan 
Malaysia. 
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1. Introduction 
Digital watermarking started as a part of information hiding in 1990. At the beginning just images and videos and 
then audio were considered by the researchers at 2001. Information hiding can be classified as like a family tree, 
which the watermark system is one of the sub layers of the robust copyright marking [1]. 
The main aims of the watermarking system can be split into three parts : un-detect ability (inaudibility), capacity 
(data rate) and robustness, as show in Fig. 1 [2].In audio watermarking technique audio is used as a digital host 
signal to hide the watermarks (private data). One of the robust techniques in watermarking is a spread spectrum 
(SS). Spread spectrum audio watermarking (SSW) is able to generate the conditions for implementing the 
embedding watermarks in any transform domain[3]. 
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Fig. 1. Magic triangle-three contradictory requirements of watermarking. 
 
SSW, as an effective technique, converts narrow-band signal (a message which should be transmitted) to the 
wideband signal by modulating a broadband carrier signal. The watermark information can spread over a larger set 
of samples with uses the chip-rate parameter.  
This mission will be accomplished by PN sequence. The PN sequence also can be used as a secret key to protect 
the authorized users’ data on both sides of the system. The gain (g) module can adjust the signal-to-watermark-ratio 
(SWR) to achieve a better BER at the receiver side. This paper mainly focuses on the BER ratio in output from 
various gains (g) at the transmitter. 
2. System overview 
Watermark system consists of a Direct Sequence Spread Spectrum (DSSS) technology and a simple amplifier 
with some gain. The spread spectrum (SS) approach was chosen after so many studies that show this method is 
robust against channel noise [4]. The block diagram for the transmitter (encoder) and receiver side (decoder) is 
shown in Fig.  2. 
In encoder side, first the watermarks are broadened by spread spectrum sequence (s), in the next step the SWR is 
adjustedas a function of time to make amends for the abrupt power variations in an audio signal. This module 
provides the possibility to control the SWR between the watermarked signal and the audio signal. The watermark 
signal is embedded into the host signal (audio signal) and then can be transmitted over an additive white Gaussian 
noise (AWGN) channel [5]. 
At the receiver side (decoder), the process to extract the watermark data from the audio signal will be carried out. 
The receiver is created with the correlation demodulator and de-spreading [6]. 
 
3. System operation 
The watermark spreading signal ܟሺܖሻ is achieved by spreading the ࡹ bits ࢑ (in {0,1}) of watermark sequence 
by using a spread spectrum signal࢙ሺ࢔ሻ that is combined of the ࡺ࢈ samples (as a vector ࢙ ൌ ሾ࢙ሺ૙ሻǡ ࢙ሺ૚ሻǡǥ Ǥ ࢙ሺࡺ࢈ െ
૚ሻሿࢀሻ as shown in Fig 2. The ࢙ሺ࢔ሻ signal is presented the vector ࢙ which is made by the ࡼࡺsequence with values 
inሼെ૚ǡ ൅૚ሽ. 
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Fig. 2.   Block diagram of watermarking system. 
 
where  ܽ݉  a symbol in ሼെͳǡ൅ͳሽ is given by ܽ݉ ൌ ʹ݇ െ ͳ and can be adjusted The vector direction. Equation (2) 
and Fig. 3 shows the vector direction ݓሺ݊ሻ. 
 
 
                                 ݓ݉  ൌ  ൜
൅ݏ݂݅ܽ݉ ൌ ൅ͳ
െݏ݂݅ܽ݉ ൌ െͳ
                                                                                                        (2)   
 
The ݓሺ݊ሻ signal is amplified by the gain ሺ੗ሻ and then added to the audio signal ݔሺ݊ሻ, sothe watermarked 
signal ሺ ܹ݀ሻ will be ready for transmission over the channel. Since 1 bit is transmitted with ܾܰ  samples, so the bit 
rate is ܴ ൌ ܵܨ ܾܰΤ  (bits/s).The signal received ݕሺ݊ሻ carrier the noise of the AWGN channel. The Probability 
Density Function (PDF) of channel noise given byܰሺͲǡߪܺʹሻ. In this case is assumed the received samples from 
ݕሺ݊ሻ are soundly synchronized with the transmitted samplesݔሺ݊ሻ. 
 
݉ݕ ൌ ੗ݓ݉ ൅ݔ݉ ൌ ൜
൅੗ݏ ൅ ݔ݉ ݂݅ܽ݉ ൌ ͳ
െ੗ݏ ൅ ݔ݉ ݂݅ܽ݉ ൌ െͳ
 
(3) 
Where: 
 
݉ݕ ൌ ሾݕሺ݉ ܾܰሻǡݕሺ݉ ܾܰ ൅ ͳሻǡǥǥ ǡݕሺ݉ ܾܰ ൅ ܾܰ െ ͳሻሿܶ 
(4) 
 
And 
 
ݔ݉ ൌ ሾݔሺ݉ ܾܰሻǡ ݔሺ݉ ܾܰ ൅ ͳሻǡǥǥ ǡ ݔሺ݉ ܾܰ ൅ ܾܰ െ ͳሻሿܶ                                          (5) 
 
 
 
 
Fig. 3.  Vector direction ݓሺ݊ሻ with value of ܽ݉  
 
where ݉ is the frame index.A maximum a posteriori (MAP) detector is used For the optimal detector [7] which 
maximizes the probability of each received bit ܭ෩, given the corresponding received vector ݉ݕ : 
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In other words, ܭ෩ is achieved from the received vector ࢟݉  and the spreading code ݏ with the scalar product  
൏ ࢟݉ ǡ ݏ ൐ .  
 
                 ܭ෩ ൌ ൜Ͳ݂݅ ൏ ࢟݉ ǡ ݏ ൐൑ Ͳͳ݂݅ ൏ ࢟݉ ǡ ݏ ൐൐ Ͳ
                                                                                                           (7) 
 
The BER rate and probability of error are estimated as the ratio between wrong bits and all transmitted bits:  
 
         ܤܧܴሾΨሿ ൌ ܰݑܹ݉ݎ݋݊݃ܤ݅ݐݏܰݑ݉ܣ݈݈ܤ݅ݐݏ                                                                                                     (8) 
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where ߪݏʹ ൌ ԡݏԡʹȀ ܾܰ   is an estimate of the power of the spreading sequenceሺݏሻ. 
 
4. Results And Discussion 
The watermark message as a text with sample frequency  ۴ܛ ൌ ૝૝Ǥ૚ܓ۶ܢ   and bit rate of  ࡾ ൌ ૚૙૙࢈࢖࢙ 
(ࡾ ൌ ࡲ࢙ ࡺΤ ǡ ࡺ is the number of samples per bits) is embedded in an audio signal. The gain ሺઋሻ is adjusted by the 
value of SWR between the watermark and audio signal power. AWGN channel is simulated by adding a constant 
noise to the watermarked signal ሺ࢝ࡰ). A text message as a input signal, shown in below. 
 
message = 'audio watermarking by spread spectrum technique,this program is 
written for ICEEI 2013,.' 
 
 
The audio sound is recorded by the Wavepad Sound Editor Masters Edition v. 5.33 which sets to 44100 kHz 
sample rate in mono channel. Fig. 4 Shows the WavePad Sound Editor Masters software. A Philips 
SHM3100U/97In-ear Earphone microphone is used in our experiments for voice recording in the laboratory. 
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Fig. 4. Wavepad Sound Editor  Masters Edition v 5.33. 
 
Fig. 5(a), shows the steps of making a watermarked signal. The top is a watermark signal which achieved by 
converting the text message to binary form. Centre is also shows the original audio that is intended to cover the 
watermark signal and bottom shows the watermarked signal where made by covering the audio signal and amplified 
by the gain  ሺ੗ሻ. To better explain, Fig. 5b shows the watermarked signal that obtained from the embedding the 
watermark signal to the audio signal. 
 
 
(a)  (b) 
Fig. 5.  Watermark, audio and watermarked Signals  (a);  Watermarks embedded in  an audio signal (b) 
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Fig. 6.  Watermarked signal in AWGN channel 
 
The watermarked signal now is ready to transfer into the AWGN channel. In this work, the simulation channel 
and the effect of that on the watermarked signal is done by adding a constant value of noise to the watermarked 
signal (Fig. 6).  
The watermarked signal received after the AWGN channel and then demodulated by correlation demodulator. 
The extraction bits from 80 to 130 of a frame are shown in the Fig. 7. The received message shown in below. 
 
received_message = audio watermarking by spre`d`sqectRu} technique,dhas program is written for ICEEI 2013. 
 
 
(a)  (b) 
 
Fig. 7.  Top: input watermark signal (transmitter) - Bottom: output watermark in SWR = 20dB  (receiver) (a) Top: input watermark signal 
(transmitter) - Bottom: output watermark in SWR = 16dB  (receiver) (b) 
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Fig. 8.  BER vs. SWR (gain). 
 
By adjusting the gain the better BER [%] will be appearing. 
 
received_message = audio watermarking by spread spectrum technique, has program is written for ICEEI 2013,. 
 
 The Fig. 8 shows the BER plotting for various values of bit rateሺܴሻand different range of the SWR. The 
simulation results show by decreasing the SWR the BER value is also reduced . 
 
5. Conclusion 
The audio watermarking using the spread spectrum (SS) technique was implemented to BER estimation for a 
typical SWR range. This study shows that the BER ratio and SWR have a direct relationship.Looking to simulation 
results shows, we get a reduction in the BERratio to less than૚૙െ૜by reducing the SWR values. Note that, the effects 
of the message length and various value of noise in the channel has not been included in this study, so for future 
work, other factors such as coding, masking signal and equalizing techniques in watermarking algorithm will be 
investigated. 
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